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Abstract—The production of renewable energies by individual
households typically is small-scale and not profitable without
public subsidies, yet a critical factor in preventing further global
warming. Unlike market-based peer-to-peer trading solutions,
which require households to engage in costly peer-to-peer trading activities, we propose a community-based approach where
households in a local distribution grid share the energy they
produce in a netting process to maximize internal consumption.
The technical instantiation of this idea in real-world energy grids
comes with several challenges. Households within a community
do not necessarily trust each other or electric utilities. Furthermore, energy consumption data is highly sensitive and must be
protected. Further idiosyncrasies of national energy markets,
regulatory frameworks, and current grid infrastructure exist.
Addressing all these challenges, we propose a blockchain-based
system that leverages zero-knowledge off-chain computations
to facilitate automated energy sharing within a community in
a trustless and privacy-preserving way. We provide a proofof-concept implementation using the ZoKrates framework for
verifiable off-chain computations and the Ethereum Blockchain.
To support our claims, we provide evaluation results obtained
in the context of a major German national research project on
blockchain-based energy networks.
Index Terms—Energy Trading, Blockchain Privacy, ZoKrates,
Off-chaining

I. I NTRODUCTION
Climate change is one of the greatest challenges of the
century. To prevent further global warming, it is of paramount
importance to reduce consumption of fossil energy sources.
Increasing production from renewable energy sources is a
crucial factor in this transition towards a more sustainable form
of energy production.
Today, however, economic incentives for the small-scale
production of renewable energies are not aligned. The costs of
maintaining solar panels, for example, often exceed expected
sales profits without government intervention.
A line of work addresses this problem by enabling households to trade energy they produce with each other or on public
markets. Several proposals for blockchain-based peer-to-peer
energy trading fall into this category [1]–[7].
However, these proposals deliberately do not consider the
idiosyncrasies of the energy market and today’s physical
energy grids to a sufficient degree: Load profiles of individual

households are hard to predict, which limits their ability to
trade future energy flows [8]. Furthermore, market-based peerto-peer trading approaches take a greenfield approach and do
not consider existing restrictions and peculiarities [7], [9],
[10]: Establishing a global, large-scale trading system where
arbitrary pairs of households could engage in peer-to-peer
trading would be disruptive on a technical and legal level and,
therefore, hard to instantiate and deploy.
Therefore, to make an impact today, we propose a localized and community-oriented approach where households
in a shared local distribution grid maximize their internal
consumption: As of now, individual prosumers maximize the
use of their own energy production, i.e., they only purchase
the amount of energy from an Electric Utility that they do not
produce themselves. In our approach, we expand this idea to
a group of households in the same local distribution grid. Together, they form a community that shares the energy produced
internally, and the Utility serves as a gateway providing or
purchasing the residual load for that community. The locality
of prosumption can unlock further economic benefits, e.g.,
reduced network charges or tax exemptions. Our approach
considers the idiosyncrasies of the current energy grid, making
it inclusive and realistic to deploy. Neither does it require
changes to the physical energy grid, nor household production
planning, or a change in participant’s behavior.
The instantiation of this approach comes with several technical challenges: A community needs to reliably keep track of
its internal production and consumption of energy. From this
data, the residual load which needs to be purchased from a
Utility to balance the grid can be calculated. We refer to this
process of calculating community-internal net production and
consumption values as netting. For this calculation, households
in a community should neither have to trust each other,
nor the Electric Utility. However, they can not rely on their
calibrated and trusted metering infrastructure either as the
netting of energy in a community does not reflect physically.
Additionally, energy consumption data is highly sensitive,
which further complicates this processing. This data allows
detailed insights on household behavior [11] and hence must
not be shared within a community.

As our core contribution, we propose a system design to
address the challenges previously stated, i.e., we enable the
calculation of nettings for a community in a trustless and
privacy-preserving way: We leverage the ZoKrates language
and toolkit [12] to calculate a netting for a community on
blockchain-external resources while maintaining the blockchain’s trustlessness property. The blockchain verifies this
computation’s correctness without ever learning the sensitive
consumption data, which is hidden through ZoKrates computation’s zero-knowledge property. Furthermore, we provide a
characterization of desirable netting results for a community
as well as an algorithm to compute such nettings efficiently.
Abstracting from the peculiarities of the specific use
case, we provide a more fundamental result: We show how
ZoKrates-based off-chain computations can be combined with
a commitment scheme to execute a calculation in a group of
mutually distrusting members with blockchain-properties and
privacy-protection at the same time.
To assess the viability of our design, we implemented
an open-source prototype1 of the proposed system for the
Ethereum Blockchain using the ZoKrates framework. We
conducted an extensive evaluation in the context of BloGPV,
a German national research project on renewable energy
production.
II. BACKGROUND
To set the scene, we provide necessary background on physical energy grids as well as energy markets and a prosumer’s
economic perspective. Our description is based on the German
energy grid but stays sufficiently abstract so that our insights
hold for other countries as well.
A. Energy Grid Organization
The energy grid is a physical network that enables the
delivery of energy from producers to consumers. It can most
easily be described by the responsibilities of its building
blocks:
•
•
•

•

Generation: Power plants and other producers generate
energy they supply to the grid.
Transmission: The transmission grid is responsible for
long-distance energy transmission
Distribution: The distribution grid takes care of stepping
down energy, so it is usable by consumers and delivery
to the location of consumption.
Consumptions: Households and other consumers use the
energy provided through the distribution grid.

For the remainder of this paper, we focus on local distribution
grids, which we define as subsets of the distribution grid.
Figure 1 show an example of a local distribution grid in
which a Utility-controlled gateway and several households are
directly connected.
1 https://github.com/JacobEberhardt/decentralized-energy-trading
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Fig. 1. Local Distribution Grid formed by Households and Utility.

B. Energy Market Organization
The energy market is the virtual place where compensation
for utilization of the energy grid is organized. We can identify
five logical groups of actors that fulfill distinct roles and
participate in this market:
• Utilities: Enter contracts with Prosumers in order to buy
and sell energy and balance residual loads in distribution
grids.
• Energy Exchanges: Trading platforms where Utilities
trade energy futures.
• Prosumers: Produce or consume energy in the grid.
• Infrastructure System Operators: Supply and maintain
the physical infrastructure for energy transmission. They
can be categorized by the layers of the energy grid
described in Section II-A, e.g., Transmission System
Operators. For their services, they are compensated by
the other groups of actors.
• Meter Operators: Supply, maintain, and provide access
to metering infrastructure and ensure that regulatory
requirements are fulfilled. For these services, they are
compensated by Utilities.
To illustrate the relationship between these actors involved in
the energy market, we provide an overview of the communication and compensation flows in Figure 2.
C. Prosumer Economics
In the current, established model of energy supply, an electric Utility provides energy to consuming households through
a local distribution grid. To ensure that the Utility cannot
—intentionally or accidentally— bill the consumers for the
incorrect amount of consumed energy, calibrated electricity
meters are installed in households. In the context of this
work, these are Smart Meters, i.e., electronic devices that
collect measurements digitally and have communication and
processing capabilities. Such a device serves as an independent
reference point: Both consumers and suppliers can refer to it
in case of disputes with regards to the amount of consumed
energy.
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Fig. 2. Actors and their Relation in the Energy Market

For energy consumed, households pay a fixed price pbuy ,
which is contractually agreed on with the Utility in advance.
Households that produce energy can sell it to the Utility
at price psell . The Utility company sets these prices in a
way that it makes a profit. We can express the relation
between both prices as pbuy = psell + ∆margin . By netting
consumption and production within a community, this margin
can be internalized and benefit the participating households.
III. R ELATED W ORK
In this section, we present results from literature that are
relevant in the context of this paper and discuss their relation
to our contributions. To structure this discussion, we classify
related work in three categories: blockchain-based energy
trading, privacy in smart grids, and privacy in blockchainbased energy trading.
A. Blockchain-based Energy Trading
There exists an extensive body of research in the context
of blockchain-based energy trading. Numerous proposals have
been surveyed by academia [13]–[15] and industry [16], [17].
Mengelkamp et al. [1] introduce a blockchain-based local
energy market, where households trade future energy flows.
Several other proposals suggest a comparable ex-ante auction
mechanism to support peer-to-peer energy trading among
households [4], [7]. Munsing et al. [3] propose a blockchainbased mechanism for microgrid balancing and control of
distributed energy resources. Mihaylov et al. [9], [18] represent
renewable energy production as cryptocurrency tokens called
NRGcoins. These tokens can be traded and are used in a
Utility-controlled pricing model to incentivize balancing local
grids.
While similar in motivation, these market-based approaches
require hard-to-predict future load profiles for individual
households and do not consider privacy challenges in their
design.
B. Privacy in Smart Grids
Privacy is recognized as a crucial property in Smart Grids
as energy usage data can reveal household behavior and thus
represents personally identifiable information [11], [19]. With
the evolution of Smart Grids, privacy of consumer data became

a key concern within the energy domain and was addressed by
research before the advent of peer-to-peer trading [20], [21].
Solutions vary from zero-knowledge proofs [22], [23], hiding
& anonymization techniques [24], [25], spatial and temporal
aggregation [26], [27], homomorphic encryption, multi-party
computations, and differential privacy [28] to simply adding
noise.
Unlike our approach, these proposals attempt to hide information from Utilities and Meter Operators. In contrast, we
primarily focus on the protection of personally identifiable
information from other peers in a blockchain network. Hence,
both lines of work should be combined for optimal privacy
protection as they address different concerns.
C. Privacy in Blockchain-based Energy Trading
More closely related to our approach, there are some
efforts to incorporate privacy requirements into blockchainbased designs for energy trading. Dorri et al. [29] propose
an off-chain routing method to agree on prices for energy
tokens and then execute the actual trade on-chain through an
atomic swap which does not reveal participating smart meters.
The work is conceptual and there is no implementation and
evaluation available. In another token-based approach, Aitzhan
et al. [5] propose PriWatt, a Bitcoin-based energy trading
system that uses Bitmessage for anonymous messaging. While
privacy is presented as a property of the proposed system, this
does not reflect in the architecture or protocol design. Gai
et al. [2] address linking attacks in blockchain-based energy
trading by introducing noise in combination with dummy
accounts. Laszka et al. [30] propose privacy-preserving energy
transactions (PETra), a mixing-based approach to hide the
ownership of energy tokens. Bergquist et al. [6] discuss
potential improvements of this approach through anonymous
routing and advanced mixing techniques.
In summary, these projects attempt to hide on-chain token
ownership and transfer history, while in our approach, we
never publish this information on the blockchain in the first
place.
IV. S YSTEM D ESIGN
In this section, we introduce a blockchain-based system
design for trustless and privacy-preserving automatic netting
to maximize a community’s internal consumption.
Hereby, we proceed in two steps: First, we address the trust
issue by proposing a blockchain-based system architecture. We
add privacy protection for households through zero-knowledge
off-chain computations in a second step.
A. A Blockchain-based Architecture
In the current energy market, without energy sharing in a
community, consumers do not have to trust other actors. A
Smart Meter measures the net produced or consumed energy
for a household in a given time interval. The meter’s balance
is directly used for accounting by the Utility, which is the
only trading partner. If there should ever be a dispute with the

Utility, the calibrated Smart Meter acts as the single source of
truth.
This changes when a community of households uses a
netting algorithm, as described in depth in Section VII, to
maximize their internal consumption by reducing trading
volume with the Utility as much as possible. In that case,
meter readings are no longer sufficient: They do not report
community-internal re-allocation of energy. This information
cannot be measured, because energy transfers between households are purely virtual, i.e., happen on a logical level solely
for accounting purposes. The virtual transfers do not reflect
physically in the local distribution grid. Due to this loss of
a trusted reference point, households would not be able to
dispute invalid electricity bills. Hence, the Utility can no
longer be in charge of accounting. Not can any other single
party as the households mutually distrust each other.
To address this trust issue and thereby enable our nettingbased approach to community-internal consumption maximization, we propose a blockchain-based system design. The
core idea is to calculate the netting function in a Smart Contract deployed to a blockchain-network formed by households
in a local distribution grid and the Utility. This design ensures
decentralized, censorship-resistant, and agreed-on processing
that does not require trust among the participants. Together, the
calibrated electricity meters and our blockchain-based netting
system re-establish a trusted reference point in a world with
peer-to-peer energy sharing.
As depicted in Figure 3, the architecture comprises three
main components: Smart Meters, Household Processing Units,
and a Blockchain supporting Smart Contracts. The process of
performing a trustless netting in the network is as follows:
Smart Meter

Household Processing Unit

Blockchain

Netting
Smart Contract

Fig. 3. Conceptual Architecture without Privacy Protection.

The Smart Meter periodically measures the energy consumption and production within a household through a set
of internal sensors. It aggregates the sensor data to a net
production value for a time interval ht , i.e., the inputs to the
netting Algorithm. ht is measured in energy units, e.g., kWh
or Ws, and has positive values for producers and negative
values for consumers. The Smart Meter signs ht and sends it
to the Household Processing Unit (HPU).
Acting as a bridge, the Household Processing Unit receives
(ht , sig(ht )) from the Smart Meter and registers it in the
netting Smart Contract through a Blockchain-transaction. As
the reported data is signed by the Smart Meter, the HPU
cannot manipulate it without detection through the receiving
Smart Contract. Being able to participate in the netting process
provides a strong economic incentive always to report data.
Withholding is possible but leads to opportunity costs.

The Blockchain is formed by the households and the Utility in a local distribution grid. It contains a Netting Smart
Contract that is responsible for tracking energy consumption
and execution of the Netting Algorithm N , which is triggered
periodically and calculates N (~ht ) (see Section VII). After a
netting has successfully been performed on the Blockchain, the
HPU retrieves its netting result N (ht ) and the set of virtual
transfers the household was involved in.
B. Adding Privacy
While successfully automating the netting process and addressing the trust challenge, the system design introduced in
the previous section suffers from weak privacy guarantees.
Potentially very sensible consumption data is shared between
all participants in the Blockchain-network. All households can
see each other’s consumption due to the transparent processing
within the Netting Smart Contract. Hence, in a second step, we
improve on this system by strengthening households’ privacy
guarantees through leveraging verifiable zero-knowledge offchain computations.
Zero-knowledge verifiable off-chain computations were proposed in [12] as a means to address privacy challenges in
blockchains. Verifiable Off-chain computations [31] allow the
execution of computations on blockchain-external resources,
but retain blockchain’s trustlessness through enabling the
on-chain verification of the computation’s correctness cryptographically. Zero-knowledge verifiable off-chain computations [32] allow information to be used in the off-chain
computation without revealing it with the attestation of correctness. This property enables verifiable statements on private
data, a property that we leverage in the design subsequently
introduced.
To ensure privacy, households’ consumption data must never
be published on the Blockchain. The Netting Algorithm,
however, does require access to that data. There seems to be
a fundamental conflict: The netting needs to be calculated in
a trustless way —which motivated a Blockchain-based design
in the first place— and at the same time, the data necessary
cannot be written to the Blockchain.
We resolve this conflict by introducing a new blockchainexternal component, the Netting Entity, which executes the
Netting Algorithm as a zero-knowledge verifiable off-chain
computation. This modification allows the blockchain to verify
that the computation happened correctly without requiring
access to sensitive data. Still, the households need to be
convinced that the correct input data was used for the offchain computation, and the result they learn from the Netting
Entity is the actual output and not some arbitrary data. We
address this by binding participants to input and output values
on the blockchain through cryptographic commitments [33],
[34].
The architecture resulting from this extension is shown
in Figure 4. Subsequently, we describe this novel privacypreserving trustless netting process:
As in the previous design, the Smart Meter provides signed
net production values (ht , sig(ht )) to the HPU. Additionally,

Smart Meter

Household Processing Unit

Netting Entity

Blockchain

NettingVerification
Smart Contract

not trusted regarding the correctness of the netting, it is trusted
with regards to privacy: A malicious netting entity could leak
consumption data. This concern can be addressed by having
the Meter Operator, which has access to all smart meter data
by design, run the Netting Entity.
V. I MPLEMENTATION

Fig. 4. Conceptual Architecture with Privacy Protection.

it now calculates (comm(ht ), sig(comm(ht )), a signed commitments to these values and also sends it to the HPU.
The Household Processing Unit, on receipt, forwards the
signed production values (ht , sig(ht )) to the new Netting Entity. It publishes (comm(ht ), sig(comm(ht )), the production
value commitments, to the NettingVerification Smart Contract
on the Blockchain.
The new core component, the Netting Entity, contains a
program which can be executed as a zero-knowledge verifiable
off-chain computation and comprises the following three steps:
1) Calculate a netting result N (~ht ) for the inputs ~ht by executing a Netting Algorithm, but keep it private through
the zero-knowledge property.
2) Calculate the commitments for the inputs comm(~ht ).
3) Calculate the commitments for the netting results
comm(N (~ht )).
Executing
this
program
produces
the
output
ot = (π, comm(~ht ), comm(N (~ht ))), where π is the
cryptographic attestation of correctness. After receiving
production values ~ht from the HPUs, the Netting Entity
runs the program. The resulting output o is sent to the
NettingVerification Smart Contract.
The Blockchain hosts a NettingVerification Smart Contract.
This contract is no longer responsible for executing a Netting
Algorithm directly. Instead, it stores commitments to inputs
comm(ht ) and verifies the correctness of netting computations
by the Netting Entity. This verification comprises three steps:
1) Verify the cryptographic attestation π.
2) Verify the input commitments comm(~ht ), i.e., check that
the inputs to the Netting Algorithm used by the Netting
Entity were the actual net production values previously
committed to by the HPU.
3) Store the commitments to outputs comm(N (~ht )).
To learn about the netting result, the HPU retrieves N (ht )
and its virtual trades from the Netting Entity. It recalculates
the commitment comm(N (ht )) and compares it to the value
stored in the NettingVerification Smart Contract. If equal, the
HPU is convinced that the Netting Entity reported the netting
result honestly.
This proposal enables the trustless and, at the same time,
privacy-preserving netting of energy production in a local
distribution grid. If the netting process fails for some reason,
the system defaults to today’s behavior where the Utility sells
and purchases all energy. Note that while the netting entity is

In this section, we describe our proof-of-concept implementation of the system proposed in Section IV. The overall
architecture is depicted in Figure 5. Our prototype is opensource and available on GitHub2 .
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Fig. 5. Proof-of-Concept Implementation Architecture.

A. Smart Meter
In our prototype, we simulate the Smart Meter component
through a lightweight Node.js3 daemon. This allows testing
and benchmarking of other components without depending on
physical meters. A Mock Sensor draws data from a load profile
generator4 which realistically simulates energy consumption
for households [35]. Signatures of and commitments to the
data are calculated and then forwarded to the HPU together
with the raw data. As a commitment scheme comm, we chose
comm(v) = sha256(v||r), where v is the value committed to
and r is a random number.
B. Household Processing Unit
Our implementation of the Household Processing Unit comprises four sub-components: a Household Server, a Database,
a User Interface, and a Blockchain Client. The implementation
of the HPU is designed to run on resource-constrained devices,
e.g., on Raspberry Pies that are attached to the Smart Meters
in the BloGPV 5 research project’s field test environment.
Built with Node.js3 , the Household Server’s main tasks is
communication with the Netting Entity and the Blockchain
2 https://github.com/JacobEberhardt/decentralized-energy-trading
3 https://nodejs.org
4 https://github.com/loadprofilegenerator/automation
5 https://blogpv.net/

6 https://reactjs.org/
7 https://www.mongodb.com
8 https://www.parity.io/ethereum/
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C. Netting Entity
The Netting Entity consists of a Netting Server implemented
in Node.js3 that triggers the Netting Algorithm and invokes
a ZoKrates Netting Check, as well as a Parity Ethereum Client.
Here, the implementation is slightly different from the design introduced in Section IV: Instead of directly encoding Algorithm 1 in a ZoKrates program, we run the algorithm in a
Netting Algorithm component implemented in JavaScript.
In a second step, a ZoKrates program called ZoKrates Netting
Check checks and proves that Consistency, Pareto Efficiency
and Proportional Fairness as introduced in Section VII hold
for the previously calculated netting result. To account for
rounding in the netting algorithm implementation, we tolerate
an error  for the Proportional Fairness property. We do
this for efficiency, as ZoKrates programs involve overhead:
Computing a netting is more complex than asserting a set
of desirable properties for a given netting result. However,
checking and proving these properties is sufficient, so that the
netting itself can be computed in a low overhead execution
environment. This approach is similar to how NP-complete
problems are described: an NP-complete algorithm is hard
to compute, but a given solution is easy to verify. A further
advantage is that this design allows the Netting Algorithm to
be changed without any other modifications in the system, as
long as the invariants hold

For our prototype, we chose Ethereum as an established state-of-the-art Smart Contract–enabled Blockchain.
Furthermore, ZoKrates natively supports Ethereum and generates Smart Contracts for proof verification. We assume the
Ethereum Blockchain to be deployed as a private network
that connects households and the Utility in a local distribution
grid. As a consensus algorithm, we chose Proof-of-Authority
(PoA). In our deployment, calibrated Smart Meters represent
authorities and sign transactions on behalf of HPUs which
run blockchain clients. These authorities are registered in the
PoA Validator Set Contract that stores a list of validators
allowed to sign blocks as part of the PoA Consensus. In this
setup, each household independently validates and votes on
all blockchain transactions, thereby establishing a trustworthy
reference point. Due to the close proximity of nodes in a local
distribution grid in combination with PoA, high transaction
throughput can be achieved, i.e., block intervals can be short
and block gas limits high. The registry of Smart Meters in the
local distribution grid in the PoA Validator Set Contract serves
a second purpose: It allows the Netting Verification Contract to
ensure that commitments to household net production values
actually come from a calibrated Smart Meter. The ZoKrates
Verifier Contract is generated by the ZoKrates toolchain and
acts as a library, which supports checking an attestation of netting correctness’ validity. It is called by the NettingVerification
Contract as introduced in Section IV.
As a summary, we provide an overview of the netting
process in Figure 7.
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Fig. 6. User Interface presented to a Household.

D. Blockchain
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according to the description in Section IV. Additionally, it
serves a User Interface for end-users, which displays energy
consumption over time, lists peer-to-peer transfers, and shows
relevant network statistics. We provide a screenshot in Figure 6. The UI is implemented with React6 and the displayed
data is retrieved from the household server through a RESTAPI, where it is persisted in a MongoDB7 instance. To connect
the HPU to the Blockchain, we chose a Parity Ethereum
Client8 .
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Fig. 7. Overview of the Netting Process.

VI. E VALUATION
In the field test within the BloGPV research project, we
assume a netting interval of 15 minutes and a local distribution
grid comprising 100 households. This netting interval defines
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the upper bound for the time it can take to calculate the
netting and then prove its Correctness, Pareto Efficiency, and
Fairness in a ZoKrates program within that netting interval.
The other component implemented as part of our prototype are
very lightweight and fulfill their tasks for a netting interval
within microseconds, even in resource-constrained environments. Therefore, we can limit our performance evaluation
to the Netting Entity. Here, the calculation of the netting
algorithm completes in microseconds and is hence negligible.
In Figure 8, we show benchmarks for program execution
and proof generation time. The benchmarks were performed
on a consumer laptop with an Intel Core i7-6920HQ @2.9
GHz processor, 16 GB RAM, and a 1 TB SSD. Together,
program execution and proof generation take 14 min without
optimizations. Hence, the overall netting time stays below the
set 15-minute goal. Thus, we leave optimizations for future
work. We expect significant speedups from optimizations in
the ZoKrates code, e.g., the use of Pedersen commitments [36]
instead of our hash-based commitment scheme. Furthermore,
the process could be accelerated through more powerful hardware.
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Fig. 9. On-chain Verification Cost of a Netting Result.

an ex-post perspective: For a given time interval, energy is
produced and consumed. After the interval passed, we observe
the amount of energy that was produced and consumed within
the local distribution grid. Based on that data, we calculate
a netting, which introduces transfers that happen within a
community and thereby minimizes the energy traded with the
Utility. Essentially, this approach only affects accounting. The
physical energy flow is not affected.
Compensation for the transfers within a community can
happen but does not have to. Households are never worse
off after a netting, so they may be satisfied by occasionally
receiving and giving away energy for free.
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Fig. 8. Program Execution and Proving Time for the ZoKrates Program.

We provide an overview of the gas cost required for the
verification of a netting result in the NettingVerification Smart
Contract in Figure 9. As the private blockchain employed in
the field test is formed by participants of the local distribution
grid with low network latencies, the required gas-throughput
is easily achieved.
VII. N ETTING
To incentivize the production of renewable energies, we
propose a community-oriented trading model where households maximize the use of energy within their community.
This re-allocation among households minimizes the amount
of energy traded with Utilities. A Utility only sells or buys
the residual load, i.e., the net amount of energy prosumed in
a local distribution grid. Hence, we refer to this approach as
netting.
Unlike related work (see Section III-A), which commonly
seeks to bring together future demand and supply, we take

As described before, the netting process comprises the
creation of virtual transfers between households so that only
residual load is traded with the Utility. However, there are
many possible ways to allocate these energy flows to households in the network. In this section, we define desirable properties of netting results and formulate characterizing invariants.
These properties should be considered during the design of
netting algorithms.
T
Let ~h = h1 , h2 , . . . , hn ∈ Rn be the grid energy trading
balance as a vector of net energy sales of n ∈ N households to
the Utility for a given time interval. These values are denoted
in energy units, e.g., kWh or Ws, and are positive for sellers
and negative for buyers. The total amount of energy bought
from the Utility eb : Rn → R and the total amount of produced
energy sold to the Utility es : Rn → R are defined as:
eb (~h) =

n
X
i

min(hi , 0),

es (~h) =

n
X

max(0, hi )

i

For convenience, instead of writing eb (~h) and es (~h), we
write eb and es . We define a netting algorithm as a function
N : Rn → Rn , which calculates the new and reduced net
trading volume with the Utility ~hnet .
Let N be an arbitrary netting algorithm. We now define the
invariants as follows:

1) Consistency: After a successful netting, the total energy
balance within the grid remains unchanged, i.e., energy is
never artificially lost or introduced into the system.
eb (~h) + es (~h) = eb (N (~h)) + es (N (~h))
While this invariant is the weakest of all, it is also the most
fundamental which characterizes all valid netting algorithms.
2) Pareto Efficiency: No household should ever be worse
off after participating in a netting. This property is captured
through the following invariant:
|N (~h)i | ≤ |~hi |

∀i ∈ {1, . . . , n}

amount of energy sold to and bought from the Utility, as
defined in Section VII-A.
Algorithm 1 Proportional Netting
1: procedure NET (es , eb , ~
hs , ~hb )
2:
if |es | < |eb | then
~hf rom , ef rom , ~hto , eto ← ~hs , es , ~hb , eb
3:
4:
else
~hf rom , ef rom , ~hto , eto ← ~hb , eb , ~hs , es
5:
6:
7:
8:

Pareto Efficiency indicates that after a successful netting, no
producing household sells more energy to the Utility, and no
consuming household buys more energy from the Utility than
before.
3) Fairness: Fairness characterizes how the benefits that
can result from netting should be allocated to participating
households. There are many different ways to define fairness,
e.g., lower participation threshold or equal distribution. We
introduce the notion of Proportional Fairness as a specific
type of fairness that suits our use case.
In a proportionally fair netting, the benefits gained from
minimizing trading volume with the Utility are allocated to
households in proportion to their prosumption. We distinguish
two cases depending on the between eb and es :
1) eb ≥ es : In this case, households consumed at least
as much energy as they produced. All energy produced
by households is allocated to consuming households in
proportion to their consumption:
(
hi + es ·
~
N (h)i =
0,

hi
eb ,

hi < 0 (consumer)
otherwise

2) eb < es In this case, households produced more energy than they consumed. All consumed energy can
be supplied from within the community directly, and
the residual production is sold to the Utility. Here, the
share a producer transfers to consuming households is
proportional to its share of the overall production:
(
hi + eb ·
N (~h)i =
0,

hi
es ,

hi > 0 (producer)
otherwise

B. A Fair and Constructive Netting Algorithm
After characterizing desirable netting results, we now introduce an algorithm to compute a netting that fulfills these
properties. This algorithm reduces the amount of energy
traded with the Utility and instead maximizes trading volume
between households. It is constructive, i.e., it computes and
records virtual trades between households in the process.
Algorithm 1 computes a netting result which fulfills Consistency, Efficiency, and Proportional Fairness up to a rounding
error . Let ~h = (~hs , ~hb ) be the grid energy trading balance
ordered by selling and purchasing households, es , eb the total

9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:

for all ht ∈ ~htojdo
k
eallocate ← ef rom ∗ ehtot
for all hf ∈ ~hf rom do
if eallocate 6= 0 then
if |eallocate | ≤ |hf | then
h0f , h0t ← transf er(hf , ht , eallocate )
eallocate ← 0
else
h0f , h0t ← transf er(hf , ht , hf )
eallocate ← eallocate − ht
~hf rom [index(hf )] ← h0
f
~hto [index(ht )] ← h0
t
return ~hf rom , ~hto
procedure TRANSFER(hf rom , hto , e)
record (index(hf rom ), index(hto ), e)
hf rom ← hf rom − e
hto ← hto + e
return hf rom , hto

The computed netting function N : Rn → Rn reassigns the
new energy balances of each household as a state transition:

j
k
mini (hi + es · hi , 0 +  ), if |eb | ≥ es
eb j
nk
N (~h) =
maxi (0 +  , hi + eb · hi ) , otherwise
n
es
where mini and maxi are the element-wise min and max
functions.
VIII. C ONCLUSION
In this paper, we introduced a blockchain-based and privacypreserving system design for energy sharing within a community through ZoKrates-based verifiable off-chain computations.
We described our open-source proof-of-concept implementation and its extensive evaluation within the BloGPV research
project. More generally, we show how ZoKrates-based offchain computations can be combined with on-chain commitments to execute algorithms in a group of distrusting members
with blockchain-properties while preserving privacy.
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[14] A. Goranović, M. Meisel, L. Fotiadis, S. Wilker, A. Treytl, and T. Sauter,
“Blockchain applications in microgrids an overview of current projects
and concepts,” in IECON 2017 - 43rd Annual Conference of the IEEE
Industrial Electronics Society, Oct 2017, pp. 6153–6158.
[15] N. U. Hassan, C. Yuen, and D. Niyato, “Blockchain Technologies for
Smart Energy Systems: Fundamentals, Challenges and Solutions,” arXiv
e-prints, p. arXiv:1909.02914, Sep 2019.

[16] BDEW, “Blockchain in the energy sector - the potential for energy
providers,” BDEW, 2018, 2018, available at: https://www.bdew.de/
media/documents/Studie-Blockchain-englische-Fassung-Dez.2018.pdf,
Accessed: 2019-11-27.
[17] DENA, “Blockchain in the integrated energy transition,”
https://www.dena.de/fileadmin/dena/Publikationen/PDFs/2019/
dena-Studie Blockchain Integrierte Energiewende EN2.pdf,
2019,
accessed: 2019-11-27.
[18] M. Mihaylov, S. Jurado, N. Avellana, K. Van Moffaert, I. M. de Abril,
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